Data Sheet: Endpoint Security

Symantec™ Endpoint Protection Small Business Edition

Easy-to-use, enterprise-level protection for small businesses

Overview

Comprehensive protection, minimal administration

Symantec™ Endpoint Protection Small Business Edition
provides easy-to-use, enterprise-level protection that
optimizes performance and system resources so small
businesses can get up and running quickly. It is designed
for small business customers who want comprehensive
protection that is simple and straightforward to install,
deploy, and manage. The streamlined management user
interface and easy-to-follow wizards help simplify
deployment as well as reduce the need for any specialized
training. Pre-configured notifications and automatic
security reporting make this a “ready-to-go” product,
saving businesses both time and money. Symantec™
Endpoint Protection Small Business Edition also provides
the fastest boot time in the industry’ and the lowest
overhead when it comes to everyday interaction with files
and applications. Small businesses can now have
confidence in their security and focus on running and

growing their business.

Symantec™ Endpoint Protection Small Business Edition
leverages award-winning Symantec Endpoint Protection
technology, which integrates best-of-breed technologies
into a single integrated software agent, lowering cost and
complexity. It also includes Symantec TruScan™ Proactive
Threat Scan, a proprietary technology that enables small

businesses to protect against threats not yet identified by

security vendors.
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Symantec™ Endpoint Protection Small Business Edition
utilizes the world’s leading scalable security
infrastructure, the Symantec Global Intelligence Network,
which gives Symantec unmatched insight into today’s
threats. Symantec™ Endpoint Protection Small Business
Edition protects to the same level as the largest global
business, yet is designed specifically for the small
business environment, prioritizing optimal performance
and low costs. All businesses, regardless of size, deserve
to receive unmatched protection from Symantec, the

proven, market-leading endpoint security vendor.

Symantec Protection Center Easy to manage

Single Agent

Easy to install

Antispyware Low impact on performance

LiveUpdate Low memory utilization

Intrusion
prevention Best-of-breed technologies

Firewall

Symantec Protection Center is the management console for Symantec
Endpoint Protection Small Business Edition.

Symantec LiveUpdate is a useful update tool that will protect your endpoints
against the latest threats.

Key benefits

Easy Management

Deploy with ease—Built-in tools, such as the Client
Installation Wizard, help deploy agents across the

customer environment with ease.
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Simple management console—A single integrated
interface, and a single communication method and content

delivery system.

Automated reporting—Stay up to date with the most
current information on endpoint security posture with
automatic summary reports that proactively monitor the
network, thereby reducing day-to-day management

overhead.

Superior performance—Minimize performance impact
with the fastest boot time in the industry and the lowest

impact on daily applications and files.’

Enterprise-level protection

Unmatched protection—Confidently secure your
business assets with unmatched protection from the

market-leading endpoint security vendor.

More than antivirus—Secure against unknown threats
with proven antivirus protection, spyware protection, and
proactive protection against unseen threats using
Symantec’s TruScan™ Proactive Threat Scan that does not

rely on a signature.

Symantec Global Intelligence Network—Keep your
business up and running regardless of today’s global
security threats with intelligence from the industry-leading

Global Intelligence Network.
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How to choose the right endpoint security product
10-99 seats 100+ seats
Symantec Symantec Symantec Symantec
Endpoint Protection Endpoint Protection
Protection Suite Small Protection Suite
Small Business|| Business Enterprise
Edition Edition Edition

Protection technology
Endpoint security
Antivirus/Antispyware

| Desktop firewall
Intrusion prevention
| Generic Exploit Blocking

Device and application
control

o o o o
o o o o
o o o o
o o o o

I Antivirus for Macintosh® . .
Antivirus for Linux” . .
Antivirus for Windows"” .
Mobile

Network access control
self enforcement

| Antivirus/Antispam/
Antiphishing
Reputation-based spam
filtering

Content filtering/

Compliance

| Data loss prevention .
Microsoft® Exchange . .
Gateway software
subscription and Lotus .
Domino®

Backup and recovery
Backup live desktops and

laptops
Restore to any hardware . .
Threat driven backups . .

Note: Symantec Protection Suite Enterprise Edition Messaging Security features available for Exchange, Domino,
Gateway, and Instant Messaging, while Symantec Protection Suite Small Business Edition Messaging Security
only available on Exchange.

Note: Software license for base Messaging and Web Gateway product
included in Protection Suite. Web Gateway hardware purchase is
separate and required.

Minimal configuration

Pre-configured for small businesses—Save time and
effort with pre-configured notifications and pre-configured

scheduled reports.

Quick protection—Get up and running fast. Symantec
Protection Center and agent deployment take less than 20

minutes.’

Streamlined user interface—Eliminate complexity with

3. Based on Internal Symantec Testing, January 2009

Confidence in a connected world. , Symantec,.



Data Sheet: Endpoint Security

Symantec™ Endpoint Protection Small Business Edition

operating system requirements

intuitive user interfaces that require minimal training.

Single agent and single management
console—Integrates multiple essential endpoint security
technologies into a single agent managed from a single
console, so you can increase your protection and
manageability while reducing your cost, complexity, and

risk exposure.

System Requirements
Client workstations and servers

Processor

* 1-GHz Intel Pentium Il processor or compatible
architecture minimum (32-bit) (Intel Pentium 4 or
equivalent recommended) Note: Itanium?® is not

supported

¢ 2-GHz Pentium 4 with x86-64 support or equivalent

minimum (64-bit)
Memory
» 256 MB RAM, (1 GB recommended)
Hard Disk Space
» 700 MB or more
Browser
* Internet Explorer 6 or later
Windows® Operating Systems
» Windows 2000 Professional/Server
* Windows XP (32-bit, 64-bit)
* Windows XP Home
* Windows XP Embedded

* Windows Vista (32-bit, 64-bit)
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* Windows Server 2003 (32-bit, 64-bit)

* Windows Server 2008 (32-bit, 64-bit) (R2 and all Service
Packs supported)

* Windows Small Business Server 2003 (32-bit, 64-bit) (all

Service Packs supported)

* Windows Small Business Server 2008 (64-bit) (all Service
Packs supported)

* Windows Essential Business Server 2008 (64-bit) (all

Service Packs supported)

* Windows 7 (x86 versions on 32-bit) Windows 7 (all x64

versions on 64-bit)
Management Server (Symantec Protection Center)
Processor

* Intel® Pentium® processor or compatible architecture
(32-bit and 64-bit). Note: Itanium® is not supported

Memory

* 1 GB RAM (2-4 GB recommended)
Hard Disk Space

* 4 GB or more

Operating Systems

* Windows 2000 Server, Advanced Server, Datacenter
Server, Small Business Server with Service Pack 3 or

later
* Windows XP Professional (32-bit, 64-bit)
¢ Windows XP Home

» Windows Server 2003 (32-bit, 64-bit) (all service packs
supported)

* Windows Server 2008 (32-bit, 64-bit) (R2 and all Service
Packs supported)

* Windows Small Business Server 2008 (64-bit) (all Service
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Packs supported)

» Windows Essential Business Server 2008 (64-bit) (all

Service Packs supported)

Visit our website
http://enterprise.symantec.com

To speak with a Product Specialist in the U.S.

Call toll-free 1 (800) 745 6054

To speak with a Product Specialist outside the U.S.

For specific country offices and contact numbers, please

visit our website.
About Symantec

Symantec is a global leader in providing security, storage
and systems management solutions to help consumers
and organizations secure and manage their
information-driven world. Our software and services
protect against more risks at more points, more
completely and efficiently, enabling confidence wherever

information is used or stored.

Symantec World Headquarters

20330 Stevens Creek Blvd.
Cupertino, CA 95014 USA
+1 (408) 517 8000
1(800) 721 3934

www.symantec.com
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